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Chapter 16: Every Agent Needs an
Identity

How identity becomes the control layer for the
agentic enterprise

‘ "If an agent has the power to act, it needs an identity."
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Executive Summary

The enterprise has a new user. It is not human. It is not a normal application. It is not a service account.
It is an Al agent. And that changes everything.

For decades, enterprise identity was designed around employees, contractors, customers,
administrators, applications, APIs, and machines. Each had a model. Each had a lifecycle. Each had a
control boundary. Al agents break that model. They read. They decide. They retrieve. They summarize.
They trigger. They escalate. They transact. They act on behalf of people, teams, workflows, and
sometimes other agents.

Microsoft now describes Al agents as systems that can perceive, make decisions, and take actions,
creating security challenges that require identity-based controls across human and nonhuman
identities. More than 80% of Fortune 500 companies are already using active Al agents, while 29% of
employees have used unsanctioned Al agents for work tasks. Okta reports that 88% of organizations
have suspected or confirmed Al agent security incidents, yet only 22% treat agents as independent,
identity-bearing entities. IBM's 2025 Cost of a Data Breach research found that one in five organizations
reported a breach due to shadow Al.

This is not just an Al problem. It is an identity problem. It is an access problem. It is an

ownership problem. It is an accountability problem.

The old question was: "What Al tools are employees using?" The better question is: "Which agents are
acting inside our environment, what can they touch, and who is accountable when they act?" That is the
shift this chapter explains.




The Agent Identity Gap

Agent adoption is moving faster than agent governance, and the gap is becoming
impossible to ignore. Business teams are already experimenting with agents,
connecting them to workflows, and expecting them to retrieve data, summarize
context, trigger actions, and improve productivity. But the control layer is not
maturing at the same pace. The data tells the story clearly: adoption metrics are
racing ahead while governance metrics lag behind, creating a widening space
between what agents can do and what enterprises can confidently see, approve,
monitor, and stop. That space is where shadow agents, inherited permissions,
unclear ownership, and audit blind spots begin to compound. This is not just a
technology adoption curve. It is a control maturity gap.

Signal

Fortune 500 using active Al agents
Organizations reporting agent security incidents
Employees using unsanctioned Al agents
Organizations experimenting with agents
Organizations scaling agentic Al

Organizations treating agents as independent identities
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https://www.microsoft.com/en-us/security/blog/2026/02/10/80-of-fortune-500-use-active-ai-agents-observability-governance-and-security-shape-the-new-frontier/
https://www.okta.com/newsroom/press-releases/showcase-2026/
https://www.mckinsey.com/capabilities/quantumblack/our-insights/the-state-of-ai

The Core Thesis

If an agent has the power to
act, it needs an identity.

Human users had identity. Applications had service accounts. APIs had tokens.
Machines had workload identities. Now agents need governed identities. Not
because it is elegant. Because it is unavoidable.

Once agents access enterprise systems, trigger workflows, communicate with
users, use tools, retrieve sensitive data, and act on delegated authority, identity
becomes the control layer. Without identity, there is no clear owner. Without
ownership, there is no accountable governance. Without governance, there is no
reliable audit trail. Without auditability, there is no trust. And without trust,
agentic Al will not scale beyond controlled pilots.

No Identity

No clear owner. No accountability boundary. No governance hook.

No Ownership

No accountable governance. No escalation path. No lifecycle control.

No Governance

No reliable audit trail. No evidence for regulators or boards.

No Trust

No scale beyond controlled pilots. No enterprise confidence.

(J Agentidentity is emerging as a core enterprise control layer for governing non-human actors
with access, permissions, ownership, and audit requirements.



The Enterprise Has a New User - And Itls

Not Human

Every enterprise identity program was built
around a familiar assumption. A user logs in.
A role grants access. A manager approves
permissions. A system records activity. An
administrator can suspend the account. That
model worked when the actor was a person.
It mostly worked when the actor was an
application. It became harder with APIs, bots,
service accounts, and machine identities.

But agents create a new category. They are
not only logging in. They are reasoning
across context. They are calling tools. They
are interpreting intent. They are operating
inside workflows. They are sometimes acting
without a human in the loop.

Microsoft defines agent identities as identity
accounts within Microsoft Entra ID that
provide unique identification and
authentication capabilities for Al agents, and
states that human and application identity
models are insufficient for autonomous Al
systems operating at enterprise scale. The
enterprise is not simply adding another
software object. It is adding an actor. And
actors need identity.

The Old Actor Model

Employee logs in with
credentials

Role determines access scope
Manager approves permissions
System records activity

Admin suspends account on
exit

The New Actor Reality

Agent reasons across context
Agent calls tools autonomously

Agent acts without human in
loop

Agent interacts with other
agents

Agent operates continuously

(D Microsoft Entra describes agent identities as unique identity accounts for Al agents, designed to
support authentication, ownership, governance, and enterprise-scale control for non-human

actors.


https://learn.microsoft.com/en-us/entra/agent-id/what-are-agent-identities

The Four Types of Agent Identity Risk

Agent identity risk is not one thing. It has different shapes. The best leadership teams
will classify the risk before they design the controls. Understanding these four
patterns is the foundation of a proportional governance response.
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Inherited Identity Risk

A user-initiated agent inherits too much of the human user's access. Users have judgment, accountability,
and context. Agents have instructions. Delegation without boundaries turns user access into agent access.
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Autonomous Identity Risk

An agent operates with its own identity and permissions. This can be more governable than shared
credentials, but requires a clear purpose, sponsor, owner, permission boundary, review cadence, and
revocation path.
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Human-Like Account Risk

Some agents join collaboration spaces, access documents, and participate in meetings. An agent that looks
like a colleague needs stricter governance than a normal bot. Legibility and disclosure are non-negotiable.

a
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Agent-to-Agent Risk

Workday's Agent Gateway and emerging A2A protocols enable agents to collaborate across systems. If one
agent trusts another, the enterprise needs authentication, policy, and audit for that trust chain.

Gartner lists multiagent systems and Al security platforms among its top strategic technology

trends for 2026. Agent-to-agent trust is not theoretical - it is arriving in production environments

now.




The Double Agent Problem and Shadow

Agents

The Double Agent Problem

The next insider risk may not come from an
employee. It may come from an agent acting with
approved access and corrupted intent. Microsoft
warns that growing visibility and security gaps can
increase the risk of agents becoming "double
agents", especially when organizations lack
visibility into which agents exist, how they behave,
who has access to them, and what risks exist.

A manipulated agent may not look like an
attacker. It may look like a legitimate workflow. A
ticket update. A file retrieval. A message sent. A
CRM field changed. A workflow triggered. A
normal action performed through abnormal
intent. That is why agent identity cannot stop at
authentication. Governance must also answer: "Is
this action appropriate for this agent, this user,
this workflow, this data, and this moment?"

Shadow Agents Are the New Shadow IT

Shadow IT was about unsanctioned applications.
Shadow Al was about unsanctioned tools. Shadow
agents are different. They are unsanctioned
actors. An unsanctioned app may store data. An
unsanctioned agent may retrieve data, combine it,
summarize it, transform it, send it, or use it to
trigger another action.

Microsoft warns that agents are scaling faster
than some companies can see them, and that this
visibility gap is a business risk. The diagnostic
question must shift: stop asking "What Al tools are
employees using?" and start asking "Which agents
are acting inside our environment?" Then classify
them: sanctioned or unsanctioned, write access or
read-only, owned or orphaned.

RISK ESCALATION

The Double Agent Problem and Shadow Agents
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Ownership and Permissions: The Two
Control Foundations

GOVERNANCE ARCHITECTURE

An agent without an owner is not automation. It is accountability leakage. Every
governed agent needs at least two forms of ownership: a business sponsor who
owns the purpose, and a technical owner who owns configuration, lifecycle, and
operational health. Microsoft's Entra Agent ID model separates these roles
deliberately, owners serve as technical administrators while sponsors provide
business accountability and make lifecycle decisions without technical
administrative access.

function and
business
justification

Technical
Owner

Accountable for
the how, owns
configuration
and operational
health

lifecycle
decisions

Revocation
Path

Defined process

to stop the agent

immediately
when required

Every Agent Must Have Least Privilege Is Existential
The fastest way to create agentic risk is to give
Name and Business agents human-level access without human-level
Purpose Sponsor judgment. Microsoft's Zero Trust guidance
Registered Accountable for applies epr.|c.|tIy tc? i‘:\gehts: least privilege
identity with the why, owns access, explicit verification, and assume
compromise. OWASP identifies "Excessive
documented purpose and

Agency" as a top LLM risk. Excessive
functionality, excessive permissions, and
excessive autonomy each create distinct blast
radius.

The enterprise playbook is clear: read access is
not write access. Write access is not approval
authority. Approval authority is not transaction
authority. Transaction authority is not cross-
system authority. Each step increases risk. Each

step needs stronger control.




The Agent Classification Model

Not all agents deserve the same governance burden. That would slow the
enterprise down. But all agents deserve classification. The best organizations
classify agents based on autonomy, access, data sensitivity, action authority, and
business impact — then apply governance proportional to the risk tier.

Class 1: Meeting Basic registration, owner,

Assistive summary agent data boundary, logging

Class 2: Medium Medium Ticket triage Identity, access scope,

Workflow agent owner, approval rules,
monitoring

Class 3: Medium High CRM update Unique identity, least

Transactional agent privilege, full audit trail,

human approval for high-
impact actions

Class 4: High Med- Security Strong identity, scoped

Autonomous High monitoring autonomy, behavioral

agent monitoring, incident
playbooks, rapid revocation

Class 5: High High Multi-agent Enterprise-level

Cross- orchestrator registration, agent-to-agent
Domain auth, legal review, board-
level visibility

The mistake is treating all agents like productivity tools. Some are note-takers.

Some are workflow operators. Some are customer-facing actors. Some are
system-level decision participants. The control model must match the risk.



The Minimum Viable Agent Identity
Architecture

ARCHITECTURE FRAMEWORK

Agent identity should not be buried inside technical architecture. It should be visible in the operating
model. A minimum viable agent identity architecture has eight layers, each addressing a distinct
governance requirement that cannot be safely skipped.

Layer 1: Agent Registry Layer 2: Human Ownership Layer 3-4: Unique Identity
and Authorization

Complete view of sanctioned Every agent needs a business
agents, discovered agents, third- sponsor and technical owner. Boundary
party agents, custom agents, and Ownership prevents orphaned No shared credentials. No
shadow agents. Microsoft Agent  agents, creates escalation paths, generic bot users. Define what
365 provides this as a managed and turns governance from the agent can access, what it can
control plane. policy into accountability. do, and what requires human
approval.
Layer 5-6: Delegation Chain and Layer 7-8: Audit Trail and Revocation

Credential Protection Every agent action must be traceable. And the

Preserve delegation context for every action. Vault, enterprise must be able to stop an agent fast — not
rotate, scope, monitor, and revoke credentials. after a committee meeting. You cannot revoke
Agents should never store exposed secrets in what you cannot identify.

prompts, code, or configuration files.

Governance &
Oversight

Policy, monitoring, business
ownership, board dashboard

Platform Services

APIs, tools, gateway, data
and systems
Core ldentity

Agent |dentity Layer
managing credentials

Agentic Al scales when connection, identity, policy, and observability operate as one system. The winning
architecture will connect identity, access, data policy, tool permissions, agent registry, audit logs, threat
detection, lifecycle governance, and business ownership.



Market Signals: The Enterprise Stack Is
Already Moving

VENDOR LANDSCAPE

This is not a future concept. The market is already reorganizing around agent
identity, agent governance, and agent control planes. Enterprise platform
vendors are building agent governance into their core infrastructure, not as an
add-on, but as a foundation.

Microsoft: Agent 365 and Entra Agent ID

Agent 365 gives each Al agent its own Microsoft Entra Agent ID for identity,
lifecycle, and access management. IT, security, and business teams gain
visibility and tools to observe, secure, and govern agents at scale. Signal:
Agent governance is becoming a platform category.

Okta: Secure Agentic Enterprise Blueprint

Okta frames the problem as an identity gap: Al agents challenge traditional
identity security practices built for predictable human behavior. Identity
vendors are moving from human IAM to agent IAM. Signal: Human IAM is
expanding to agent IAM.

Workday: Agent System of Record

Workday's Agent Gateway unites agents, people, and money in one system
using MCP and A2A protocols. Signal: Enterprise systems of record are

preparing for digital workers.

Salesforce and Adobe: Agents in the Flow of Work

Salesforce Agentforce is live across dozens of businesses delivering

measurable ROI. Adobe's Marketing Agent brings customer experience
intelligence into Microsoft Teams, Word, PowerPoint, and Excel. Signal:

Agents will live inside the flow of enterprise work.


https://learn.microsoft.com/en-us/microsoft-agent-365/overview
https://www.okta.com/newsroom/press-releases/showcase-2026/
https://newsroom.workday.com/2025-06-03-Workday-Announces-New-AI-Agent-Partner-Network-and-Agent-Gateway-to-Power-the-Next-Generation-of-Human-and-Digital-Workforces
https://www.salesforce.com/news/stories/agentforce-customer-success-stories/
https://business.adobe.com/blog/introducing-adobe-marketing-agent-microsoft-365-copilot

The Operating Playbook: Govern Agent
ldentity Now

EXECUTION FRAMEWORK

This is where leaders move from theory to execution. The following eight steps
convert agent identity principles into operational discipline. Each step builds on
the last, creating a compounding governance capability.

—0——0——0—

Build the Agent Register Agents as Assign Ownership
Inventory First-Class Identities Business sponsor owns the
Start with what exists. No shared accounts. No why. Technical owner owns
Copilot agents, CRM generic bot users. No the how. Security owns
agents, support agents, unmanaged tokens. No control posture. Risk owns
coding agents, workflow hidden delegation. assurance. Legal and
agents, browser-based Microsoft describes agent compliance own policy
agents, marketing agents, identities as specialized interpretation. Data
finance agents, HR agents, identity accounts providing governance owns data
vendor agents, and unique identification and boundaries.
employee-created agents. authentication.

You cannot govern what
you cannot see.

S N —— —

Define Access Scope Add Monitoring and Review, Recertify, and
and Enforce Least Behavior Analytics Prepare the Kill Path
P”V”ege Track tool usage, action Microsoft recommends
Map each agent to volume, failed access sponsors attest every six to
systems, applications, APlIs, attempts, unusual data twelve months. Define how
data sources, tools, actions, retrieval, new system to disable the agent, revoke
and sensitive data classes. connections, delegation tokens, freeze actions,
Separate read, write, anomalies, agent-to-agent preserve logs, notify
execute, approve, and activity, and policy owners, and assess data
transact permissions. Avoid exceptions. exposure before an

broad delegation. incident forces the issue.



The Agent Identity Scorecard

Leaders need metrics. Not vibes. Not demos. Not vendor promises. Metrics. The
agent identity scorecard converts governance ambition into measurable
enterprise capability. What gets measured gets governed. What gets governed
gets trusted. What gets trusted gets scaled.

Visibility and Access Metrics Security and Business Metrics
Total Known Agents Average Revocation Time
Percentage registered vs. Time from incident detection to full
discovered as shadow agents agent access revocation
Ownership Coverage Orphaned Agents
Percentage of agents with both Number of active agents with no
business sponsors and technical named sponsor or technical owner
owners

Policy Violations

Write Access Exposure : .
P Blocked unauthorized actions,

Percentage of agents with write credential exposure events, prompt
access to production systems injection attempts

Overdue Reviews Business Cycle Time

Percentage of agents overdue for Revenue workflows accelerated and
access certification manual effort avoided through

governed agents

The Six Sigma lens applies directly: an unidentified agent creates variation. An over-
permissioned agent creates defect risk. An unlogged agent creates measurement failure.

Agent identity is how enterprises convert agentic Al from promising automation into

controlled capability.




Board Questions and the Leadership Shift

Board members do not need implementation details first. They need control

questions. The first wave of enterprise Al rewarded experimentation. The second
wave will reward governance. The first wave asked "What can Al do?" The second

wave asks "What can Al safely do, for whom, under what authority, with what

evidence?"

10 Questions Every Board Must Ask in 2026

1.

How many agents are active in our
environment, and how many are
sanctioned?

Which agents have write access to
production systems?

Which agents access sensitive or
regulated data?

Which agents act on behalf of users with
delegated authority?

Which agents interact with other agents?
Which agents have no named owner?

Which agents are overdue for access
review?

Which agents can trigger customer,
financial, legal, or operational impact?

How fast can we revoke an agent's
access?

10. What evidence would we produce if an

agent caused harm?

/A Governance is not what the policy says.

Governance is what the evidence proves.

The Leadership Shift

Microsoft's Work Trend Index
found that 82% of leaders see
2025 as a pivotal year to rethink
strategy and operations, and 81%
expect agents to be moderately or
extensively integrated into their Al
strategy within twelve to eighteen
months.

The direction is clear. Agents are
coming into the operating model.
The question is whether they
arrive as governed actors or
unmanaged sprawl.

Top teams will not ask identity

teams to clean up after agent
deployment. They will make
identity part of agent deployment.
That is the difference between
adoption and architecture.




Download the Agent Identity Governance

Toolkit

This chapter is designed to move leaders from awareness to action. The following

downloadable tools convert the white paper into an operating system for agent

identity governance. Each asset is built for a specific leadership function and can be

deployed immediately.

oz

Agent Identity Readiness Scorecard

Assess whether your organization is ready to govern
Al agents as identity-bearing enterprise actors.
Includes visibility, ownership, access control,
lifecycle, monitoring, revocation, and board
readiness scores.

Best for: CIOs, CISOs, CTOs, Al governance teams

Agent Ownership Register Template

Create a single record of agent ownership, purpose,
risk, access, and lifecycle state. Includes agent name,
business sponsor, technical owner, risk class,
systems, data access, permitted actions, and
lifecycle status.

Best for: Al governance office, enterprise PMO, risk
leaders

3

Agent Lifecycle Policy Starter

Define a practical policy for onboarding, reviewing,
suspending, and decommissioning Al agents.
Includes request workflow, approval rules,
monitoring requirements, suspension criteria, and
decommissioning process.

Best for: CIO office, CISO office, legal, compliance, IT
governance

o}

Shadow Agent Discovery Checklist

Help IT, security, and transformation teams identify
sanctioned and unsanctioned agents across Copilot,
CRM, support, coding, browser, workflow, finance,
HR, and vendor environments.

Best for: Security operations, IT operations, internal
audit

L

Agent Access Risk Matrix

Classify agents by access level, autonomy, data
sensitivity, and action authority. Covers read, write,
execute, approve, sensitive data, cross-system, and
agent-to-agent interaction dimensions.

Best for: Identity teams, cybersecurity teams,
architecture review boards
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Board Brief: 10 Questions on Agent
Identity

Equip boards and executive committees with the
right oversight questions, risk signals, control
expectations, executive dashboard metrics, and
escalation triggers for the agentic enterprise.

Best for: Board members, CEOs, CFOs, CIOs, audit
and risk committees


https://docs.google.com/document/d/1n9g07izKirND3RsGOATA4iVgQkyLHdoi/edit?usp=sharing&ouid=112026257986833778525&rtpof=true&sd=true
https://docs.google.com/document/d/1Sz3vFj_gNbX5Qjn4Xr8UtkG1NA21WL87/edit?usp=sharing&ouid=112026257986833778525&rtpof=true&sd=true
https://docs.google.com/document/d/1vFEAdjp_2-2eu4T4W971TM_H23n5Z_Ww/edit?usp=sharing&ouid=112026257986833778525&rtpof=true&sd=true
https://docs.google.com/document/d/1AkYVPLozeR9rtrQSTXv79XFx6rwkqp8l/edit?usp=sharing&ouid=112026257986833778525&rtpof=true&sd=true
https://docs.google.com/document/d/1gYsrIQ3psY6POcoX1WbRrwLhGwKhJElU/edit?usp=sharing&ouid=112026257986833778525&rtpof=true&sd=true
https://docs.google.com/document/d/1czjIdsMgMWQw9nEw6XEFjKLP4fG6eSeW/edit?usp=sharing&ouid=112026257986833778525&rtpof=true&sd=true
https://docs.google.com/document/d/1czjIdsMgMWQw9nEw6XEFjKLP4fG6eSeW/edit?usp=sharing&ouid=112026257986833778525&rtpof=true&sd=true

Closing Leadership Takeaway

The enterprise spent years securing human users. Then applications. Then APIs.
Then workloads. Then machines. Now it must secure agents. This is the new trust
boundary.

Agents are not merely software features. They are operational actors. They
access systems. They use tools. They touch data. They trigger workflows. They
communicate across teams. They will soon collaborate with other agents.

That means identity becomes the foundation of agentic trust. Not model choice.
Not prompt design. Not experimentation volume. Identity. Because once an
agent acts, the enterprise must know who it is, what it can touch, what it can do,
who owns it, what it changed, and how fast it can be stopped.

In the first phase of enterprise Al, leaders asked what agents could do. In the next
phase, they must ask a better question.

Who is this agent, what is it
allowed to touch, and who is
accountable when it acts?

That is the 2026 inflection. The organizations that answer it first will not just
deploy more agents. They will build the trust architecture for the agentic
enterprise.

References: Microsoft Security Blog | Okta 2026 | McKinsey State of Al | IBM Cost of a Data
Breach 2025 | NIST Al RMF | OWASP Excessive Agency | Gartner Top Trends 2026 | Microsoft
Entra Agent ID | Workday Agent Gateway | Adobe Marketing Agent | Microsoft Work Trend
Index
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